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1. WebServer HTML5

1.1. Introduction

The Platform.NExT Web Client technology is the most modern and innovative solution
to use for managing remote access to the supervision system from any remote device
or mobile by means of using local and public networks, VPN or internet with the
maximum of simplicity and security.

The use of the Platform.NEXT Web Client is optional and must be enabled only on the
Server's runtime license in order to allow access to the desired number of concurrent
HTML5 (Browser) or WPF (Apps) users.

The diagram below illustrates an example of the Platform.NEXT web architecture. As
you can see, the Data Server uses a Web Server application (IIS for HTMLS5 or integrated
for WPF) and the screens, that have been created, can be published on HTML5 web
pages or by means of an App using the relevant Editor command.

In this way users can independently access the Web pages and interact with the system
by displaying screens. User login can also be implemented by configuring users and
their passwords in the data server.
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The Platform.NExT technology enables you to use the Platform's Web Server features to
deploy the supervision project on the Web and therefore to be accessed by remote
Client devices using the HTML5 technology. Thanks to this new standard, Clients can
access the server adopting the "Cross Platform" concept whereby the client can access
the server using any browser and device with any operating system without having to
install extra locally to enable this..




1.2. WPF (App)

1.2.1. Deploying Projects

Movicon.NEXT offers an app that you can use as a remote client to connect to your
application's screens in a completely independent way rather than using Desktop client
or HTMLS5.

In order to permit the app to connect to the NEXT Server that deployed the project, you
will need to install and launch the "Web Client (WPF)" service from the "Service Control
Panel" as shown in the image below:
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Once the service has been installed an launched, it might be necessary to configure the
active Firewall or Antivirus to allow the use of the 8089 port (for default) for the TCP
protocol.

The Windows Firewall should be configured as follows:
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A Attention! To allow th app to connect to the I/O Data Server, the following

conditions must be met:

* The I/O Data Server must be installed and started up as Windows service.
* The I/O Data Server must be started up as Administrator (when launching

project from editor, open editor as administrator).
* Only set the net.tcp as transport type in the I/O Data Server.




+ Add the net.tcp transport type in addition to net.pipe in the I/O Data
Server and edit the App Name Settings with the EndpointRenamed
parameter equal to net.tcp://localhost:62846/<app_name_of_project>

A Attention! When the project involves the use of Users, you will need to
enable the user used for starting up the Web Client (WPF) service between
the sysadmin of the SQL Server instance.

The user predefined for the Web Client (WPF) service is “LocalSystem”
identified in SQL as “NT AUTHORITY\SYSTEM"

The Movicon.NEXT WebClient app is available for free from:

e The App Store for iOS smartphones/tablets
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e Microsoft Store for Windows smartphones, Desktops and wearable devices
(Hololens)

B Microsoft Office Windows Surface Xbox Deals Support More Signin

e Devices Software Games & entertainment Other Store locations
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Free
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Screenshots Description

Movicon NExt WebChent is the Mobile Chent appication that aliows
10 access from everywhere 10 y wicon.NEXT new generation
Scada/HMI server. Installing thes fr PP, you can reach from your
mobile evice your supenvision application, 25 an alternative 10 the
HTMLS solution.

1.2.2. App Limitations

App Limitations
Visualizing pages with the app has some functional limitations that the design engineer
should take into consideration when designing their project. They must evaluate
whether to use the App or HTML technology based on their specific project needs.
Each architecture has its own advantages and disadvantages which must be taken into
account accordingly:
App Advantages:

e Service integrated in NEXT with needing Microsoft IIS




e The use of specific apps for mobile devices
HTML5 Advantages:
e Use of Microsoft IIS with option to use redundant infrastructure for multiple
Web Client service.
e Any Brower can be used.

A Attention! If the design engineer wants to make the project fully usable by
app, they must take special care that such limits do not prohibit users from
using the necessary functions correctly.

WPF Web Client side Limitations (App)
Please refer to the the Web Client WPF (App) section in the topic on "Technical
specifications".

1.3. HTML5 (Browser)

1.3.1. Server Configuration

In order to use the Platform.NExT Web Server technology the following configurations
are required:

1. Platform.NExT I/O Data Server with Web Server module enabled

2. Windows Server 2008 or 2012 operating system. Windows 8 or Window 7 Desktop
version (Workstation) but is limited to 10 connections.

3. The Windows IIS features in the 7.5 version or later (8.0 version is preferable available in
Windows Server 2012 or Windows 8)

4. Network connection

In order for the Platform.NExT Web Server module to use the Windows system features
you will need to make sure that these features are present and enabled as described
below and refer to the -> Control Panel -> Progams and Features > Turn Windows
features on or off.

The image below shows the Windows features that must be installed in Windows 7
(11s 7.5):
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The image below shows the Windows features that must be installed in Windows 10
(11S 10.0):
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The image below shows the Windows features that must be installed in Windows 8
(11S 8.0):
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Other required features:
In addition to these options you will also need to explicitly select those options relating
to the WCF services (not available in win7).

11



=

Turn Windows features on or off
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled bt

=B ™R .MET Framework 2.5 {includes .MET 2.0 and 3.0}
[] | Windows Communication Foundation HTTP Activation
[] !, Windows Communication Foundation Mon-HTTP Activation
o [®] | .MET Framework 4.5 Advanced Services
. ASP.MET 4.5
o) [w] || WCF Services
, HTTP Activation
, Message Cueuing (MSMO) Activation
, Mamed Pipe Activation
, TCP Activation
, TCP Port Sharing
[] . Active Directory Lightweight Directory Services

W[«

1.3.2. Client Limitations

The visualization of graphical pages on the HTML5 Web Client side is limited in how it
functions due to its intrinsic Web and Cross Platform features and which must be taking
into consideration by the user when designing their project.

Based on the project's needs on the Client side the user should assess whether to use
the Web Client or Desktop Client technology or even the Terminal Server

technology (Remote Desktop).

Some architectures have both advantages and disadvantages that must be assessed in
function with project needs.

A Attention! It is important that the project designer, who is responsible
for making the project completely usable by Web Clients, take into full
consideration existing web architecture restrictions in order to provide
the user with the right functionalities they need.

o To resolve eventual references to the Movicon ToolBox assembly in project
scripts correctly, you will need to copy the entire ToolBox folder, contained
in the Movicon installation folder (c:\Program Files\Progea\Movicon 3.x), to
the C:\Windows\System32\inetsrv" folder.

Web Client side limitations
Please refer to the Topic on “Technical Specifications” in the Web Client section:

Antivirus
Using an antivirus that has online data traffic analysis functions might slow down the
Web Client performances. Therefore it would be best to take into consideration that
communication performances may be effected when the antivirus attempts to analyse
or filter all the data packets transmitted by online protocols. [f there are any problems
it is advised to disable the antivirus's online data analysis while using the client (for
example, you may have to disable the "online shield" function when using the AVG
antivirus).

12



Page Refresh

The browser's page "refresh” command (F5), returns to the initial "Tile Page" and
restarts the Web Client application.

1.3.3. Web Server Architecture

The system architecture has been designed with a Web Server module for the
Platform.NEXT platform that manages connections to the I/O Data Server and HTML5
client pages using the OPC UA communication technology. In this way the Web
Server's task is to ensure real-time communication with the data server by enabling
client access using Windows IS Web Server.

I/0O Data
Server

WebSocket
(or Long Polling)

Therefore as with the Movicon.NExT graphical interface for desktop clients, the Web
Server acts as an OPC UA client towards the data Server.

e This Web architecture is totally independent. Therefore it is possible to
create projects that have both a local Client HMI interface and a HTML5 Web
Client interface. Otherwise a "blind" server can be implemented to publish
graphical pages only for remote Web Clients.

Access to the Supervisor is performed on the Client side using a common internet
browser (Internet Explorer, Chrome, Firefox, Safari, etc.), with different devices such
as PC, Tablet and Smartphone. the HTML5 Web technology has the advantage of
being Cross Platform-based because it is practically available in all the most popular
operating systems (Windows, Windows Phone, iOS, Android, Linux, etc.).

13



Thanks to the HTML5 technology, clients are no longer passive and get to manage
bidirectional communications, user protection, database access and report
presentations, within a Web context without needing any installation or configuration
on remote client side.

A Even though there are many advantages of having distributed web
technology, there are also some limits to its use on the HTML5 Client side as
described in this guide. The user should consider these limits when project
engineering by evaluating what of the two architectures, Desktop Client or
Web Client , is most appropriate to use according to their needs.

1.3.4. Project Deployment

After having created your project in the Movicon.NExT workspace as well as the Tags
and screens as needed, you can choose whether to deploy your application on the Web
according to the HTML5 Web Client architecture described previously.

To deploy your project you can use the 'Create Web Client (HTML)' command from
the project's contextual ribbon in the Platform.NExT workspace in development mode or
use the same command by right clicking on the root of the project's tree structure.

) BAB oo s hlect oreger

ot

S - E =3 ) New B |

- p— o

: (] (2] Ap 5]
= E & rP=Eaa » ¢ S B K
Scpts Recipes Shortcuts Logic Screens Parameters Menus Reports Save  Addor Change | Start Create Web Add  Ed# AppNome

As  Project Password  Runtime Chent (HIMLS) Stnng ld  Seftings
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o If you are using custom WPF UserControls in screens, in order to use these
controls on the WebClient side you will need to copy the relating ".dll" files
within this path:

"C:\Program Files\Progea\Movicon.NExT
3. 1\UFWebClient. HTML5\bin\Toolbox"

before executing the 'Create Web Client (HTML5) command:

Deploy Application window

The use of the command to deploy projects on the Web, determines the creation of
HTML5 pages and the configuration of the connections relating to the platform's Web
Server module.

As a consequence, a data settings window will display, as shown below, to allow you to
select, modify or configure the deploy parameters.

The Deploy window permits you to define the following deploy parameters:
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LIRL Asdddress for 115:

Appleatian Name:

Url address The Deploy Web address of the server to which the client

for lIS must point to. Specifies the URL address which must be
digited in the Client browser to display the application's
"Main Web Page".

Application Name of the virtual directory to create for the Web Server. It

Name also allows you to replace the name of the deploy URL folder
if need be.

Deploymen The deploy physical path. Indicates the folder in which the

t path deploy web files are available from.

Application Name of pool with which the web application will be started

Pool up. The pool defines the user context within which the Web

application is executed and which is necessary, for example,
for any eventual access to the SQL Server database managed
by the Server project.

Identity User identity used for the pool. User identity is needed when
wishing to access those services outside the project on the
server and that request it, such as obtaining access to data
on a SQL Server Database. Therefore, if the Web application
requests access to a database, it will need to be executed in
a pool context with a user idenity which is known to the
database within which it has been defined.

Generally, Identity names created for default are

proposed and therefore already exist in the Database as
Access Authorization Identity. Otherwise, in order to access
the contents of a database over the web, you will need to
specify an Identity that has been defined in that database on
the Server. To verify and/or enter user identities in a SQL

15



Server database, you will need to run the SQL Server
Management Studio.

Proposed users are those which are normally standard and
default users:
"LocalSystem","LocalService","ApplicationPoolldentity”,"Netw
orkService".

Otherwise you can indicate a "SpecificUser" (user set as
pleased and already defined as one of the users granted
access to the DB).

Ikl Web Cliesnt

Duta Grid Seusces: Mo 0

s Sourges: Mem 0

Dagabibe Dashisaard Detigner

Data Grid
Sources

Data Analysis
Sources

Dashboard
Sources

Disable Create
New Dashboard

Disable
Dashboard
Designer

This permits you to set the connection string to the DB
which the indicated object will use, in this case the Data
Grid, extracting data.

This permits you to set the connection string to the DB
which use the indicated object will use, in this case the

Data Analysis, for extracting data.

This permits you to set the connection string to the DB
which the object will use, in this case the DashBoard, for
extracting data.

Disables the possibility to create new Dashboards.

Disables the Dashboard editor.
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Irestall Web Client
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Show Shows the application name in the web page (see point 1 in
Project screenshot above)

Title

Logo File This property allows you to specify the path of an image to use
Path as a logo in the startup page in Tile Page mode instead of the

default Movicon logo.

The Logo path must be a path relating to the application. For IIS
security reasons no other folder can be accessed unless explicitly
configured to do so. Therefore, to simplify things, the image file
must be copied manually to the application folder or one of its
sub folders. For example, when deploying the ‘TestProject’, it will
be downloaded in the "wwwroot” with the following path:

C:\inetpub\wwwroot\TestProject
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Show
Screen
Navigator

Show
Header

Show user
register link

Disable
Pop-up
Screen

Use
Backgroun
d image for
static
objects

Irestall Wb Client

At this point, if we insert the "CustomLogo.png” image in the
application's 'Images' sub folder:

C\inetpub\wwwroot\TestProject\Images\CustomLogo.png
The relative path will be inserted in the Logo File Path property:
Images\CustomLogo.png

A When deploying the project the folder will be
recreated. Therefore, it will be necessary to c
the Logo image file in the path proposed afte
deploying project.

Shows the screen navigator side panel in the web pages
(see point 2 in above screenshot)

Shows the toolbar in the web pages (see point 3 in above
screenshot)

Shows the "Log In|Register" link in the web pages (see point
4 in above screenshot)

Disables screens opened as pop-ups.

Activating this option will set all static objects, that are not
dynamic, as background image. All the other objects that
are dynamic will be handled as usual. In case where you
wish to extract a static object from the background image,
you will need to activate the 'Force as Dynamic on
WebClient' property.




Session Timeout

Refresh Polling
Time

Refresh Polling
Time Count

Delay Broadcaster

Concurrent
rendering pipeline

Software
Rendering

Low Resolution

Publish

Update
project

Open
Browser

Close

Inactitivity time in seconds after which client session
will be considered as expired freeing a WebClient
license.

Refresh time of dynamic objects on screen in
milliseconds.

When the "Use background image for static objects"
property is activated, only the dynamic objects will
be refreshed. Otherwise the whole screen will be
refreshed.

This represents the number of dynamic objects to be
controlled when the time set in the 'Refresh Polling
Time' property expires.

At each 'Refresh Polling Time Count', the web server
application will control and notify connected web
clients whether each dynamic object has changed
position or image or not.

This is used to manage broadcasts from the server to
the client.

Objects that change status are listed and notified to
clients after this delay time expires.

Represents the maximum number of concurrent
graphics updates admitted in the web server
application for dynamic objects on screens.

This value represents a maximum value
independently from the number of web clients
connects.

Disables the hardware acceleration to render
graphics.

Uses low resolution images.

The window also has the following command buttons:

This button is used to publish the HTLM5 web applications.

This button is used to update the published web application
when changes are made to the project files.

Test Button that excutes the opening of the published
HTML5 web project using the browser predefined in the
operating system. The test may require that the data server
be started up in runtime.

Exit button.
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A Attention! In order to allow the app to connect to the I/0 Data
Server, at least one of the following conditions must be met:
« The I/O Data Server is installed and started up as Windows Service.
« The I/O Data Server is started up as Administrator (if project is
launched from editor, open the editor as administrator).
* Only the net.tcp transport is defined in the I/O Data Server.
« Add the net.tcp transport in addition to the net.pipe in the I/0
Data Server and edit the App Name setting with the
EndpointRenamed parameter equal to
net.tcp://localhost:62846/<app_name_di_progetto>

1.3.5. Web Server Mode

The Web Client browser can also be started up by loading a specific screen page on the
server direclty instead of having to select it from the Main page.

Therefore the "ScreenName" must be known within the "Folder name" with the
following URL address syntax to be specified when starting up the browser:
http://localhost/ProjectName/Screen.aspx?url=Screen/Foldername/ScreenName.xaml

Where the names can be substituted as the following example shows:
http://localhost/DemoMoviconNExT/Screen.aspx?url=Screen/Energy/Energy.xaml

The Web Client page supports different modes: “Tile page", "Main" and "GeoPage",.

Tile Page mode

The list of screens that have been defined in the project will be displayed as tiles on
a "Tile page".

There is a menu at the top of the page which is used to access the reports that have
been defined in the project, monitor the alarms and to perform Login.

Layout
This link returns you to the intial page displaying the list of screens.

Report
The reports defined in the project are also supported on the HTML Web Client. You will
find a "Report" card on the web page displaying all the reports defined in the project

20



and which can also be displayed on the web side. In addition to the "Alarm Statitics"
license option the "AlarmReport.OrderByOccurence","AlarmReport.OrderByDuration”
and "AlarmReport.OrderByDateTime" Alarm statistics Reports will also be shown.

Alarms
There is an "Alarms" tab on the web page which can be used to display a page with the
Alarm Window.

Geo Page Mode
The "GeoPage" startup mode opens up with a map showing a the screen
positions. Please see the topic relating to "Geo Page" for further details.

ERMARNY

\, % 2 URAINE

Rabat A7

M@RG

The symbol relating to the screen has a different appearance to the one used on the
desktop. When this symbol is clicked on, the screen will open. The name of the screen
is shown at the side of the symbol. This name can be hidden the the "x" and restored
by refreshing the page. It is also possible to zoom in with a double mouse click or zoom
in/out using the mouse wheel.

At the top to the left you will find buttons for managing the zoom, moving
geographically and for changing the display mode: road map, geographic map,
automatic management, area map.

O 1 localhost/GeoPage/GeoPage,asp

« N » = ® | Road~

b ®

Automatic
0 Switches to the best map style as you zoom 5
. 4

Bird's eye
A belter angle of aerial pholography %ecuae
[#Bhow fabels [ Jshow angled view

e Glasgow
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Main Page Mode
When using the Main mode, the project's Main page will load or the first found in
alphabetical order.

1.3.6. Server-Client Communication

The Server system and Web Clients communicate with each other in the most natural
way that is automatic and transparent to the user. This paragraph will describe the
mechanisms involved to inform the user of the technological possibilities open to them
depending on the operating system being used.

Long Polling

Client Server
HTTP Request Data available
HTTP Response
Data available
HTTP Request
=]
3
Timeout 4
HTTP Request g Dot zvailable

v

HTTP Response

F 3

WebSocket

Client Server

HTTP Handshake
Connection opened
Bi-directional messages
P =S
' 3
Vv
One side closes channel
Connection closed
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Communication between web and "Web Server HTML5" pages is performed using
different technologies according to the IIS version type.

The IS 7.5 version component is available in Windows 7, while the 8.0 version is
available for Win 8. Communication between web and web server pages is performed
using the a WebService with HTTP request.

Long Polling
If the IIS 7.5 is present, the 'Long Polling' communication type is supported. The page
sends a request to the Web Server which responds without needing the client to make
further requests. The "Long Polling" involves the continuous use of AJAX calls kept
open until the data has been received or timeout has expired.

WebSocket
In cases where the IS 8.0 is available, the WebSocket calls are used as they are better
performing than LongPolling. The WebSocket communication is "FullDuplex" and
allows two interlocutors to 'speak’ and 'listen' at the same time. This overcomes the
limited use of the HTTP protocol where calls are sent exclusively: first the request and
then the response according to the Half-Duplex mode.
The WebSockets offer a bidirectional channel, both from client to server and viceversa
and they are full- duplex to permit simultaneous input and output. Only one layer of
http communication is used for handshaking.
In order to be supported on the Server Side, the Websockets require IS 8.0 offered by
Win8 as an optional IS component.
The table below shows which Browser versions support WebSockets:

T -. - - Chrome  Firefox
IE | Firefox Chrome Safari  Opera SI.:LF:ri tﬁ;‘? Bmmu- m;ﬁ;f:ir’ ;‘;fb"r—: M:;-ruid Mgoi . IE Mobile
29 versions back 4.0
28 versions back 2.0 5.0
27 versions back 3.0 6.0
26 versions back 3.5 7.0
25 versions back 3.6 8.0
24 versions back 4.0 5.0
23 versions back 5.0 10.0
22 versions back 6.0 M=11.0
21 versions back 7.0 "1z
20 versions back 8.0 "=13.0
19 versions back 8.0 ™ 14.0
18 versions back 10.0 ™= 15.0
17 versions back 11.0 16.0
16 versions back 12.0 17.0
15 versions back 13.0 18.0 5.0
14 versions back 14.0 19.0 9.5-9.6
13 versions back 15.0 20.0 10.0-10.1
12 wersions back 16.0 21.0 10.5
11 versions back 17.0 22.0 10.6
10 versions back 18.0 23.0 11.0
9 versions back 19.0 24.0 11.1
B versians back 20.0 25.0 11.5
7 versions back 21.0 26.0 3.1 11.6 2.1
6 versions hack San 22.0 27.0 3.2 12.0 2.2 10.0
5 versions back &.0 23.0 28.0 4.0 12.1 3.2 2.3 11.0
4 versions back 7.0 24.0 29.0 5.0 15.0 4,0-4,1 S 11.1
3 versions back 8.0 25.0 30.0 5.1 16.0 4.2-4.3 4.0 11.5
2 versions back 5.0 26.0 31.0 6.0 17.0 5.0-5.1 4.1 12.0
Previousversion  10.0 27.0 32.0 6.1 18.0 6.0-6.1 4.2-4.3 7.0 12.1
Current 11.0 28.0 33.0 7.0 19.0 7.0 5.0-7.0 4.4 10.0 156.0 33.0 26.0 10.0
Near futre 29.0 34.0 20.0
Farther future 30.0 35.0 21.0
3 versions ahead 31.0 36.0

Pink = Not supported
Dark green= Partially supported
Light green = supported
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1.3.7. Displaying Data in HTMLS5 Client

After having configured the server and deployed the project's graphical pages with the
Deploy command you will be able to access and display the server project's data using
the desired Web Client device such as:

e PC Desktop or Laptop Browser

o Tablet

e Smartphone
The device will act as a "Thin Web Client" which will be authenticated and connected to
the server when user points to the server's web address (URL) defined when deploying
the pages as previously described.
When pointing to the server address, the startup page will be displayed on the HTML5
Web Client terminal.

Main Page command menu

The Web Client's Main Page has a menu on the top border which is used for accessing
operating commands for some of the server project's features if provided.
The functions are described below:

Layout
This command calls the Web Client's main page. Therefore invokes the return to the
main page.

Report
This command is used for viewing Data Report pages on the Client Web side if the
Server project has been configured for managing them. This function therefore makes it
possible to obtain reports via the web by accessing data recorded on the server to view
its contents.

Alarms
This command calls the project's Alarm page and therefore to view active alarms and to
perform operations such as sort by, acknowledge and reset also on the Web Client side.

Data Grid
The Data Grid object is particularly useful for representing data in your projects in Grid
format. When selecting the Data Grid object from the deploy window while using
Microsoft SQL as a provider, for example, a dialog window will show allowing you to
define the name of the Server and the Database to be used in order to create a
connection string.
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Connection Properties ? 4

Data gource

[Microsoft SQIL Server (SqiClent) Change... |
Senver name;

[ <] meen

— Lag on to the server

" Use Windows Authertication
" Use SQL Server Authertication

r

Connect to a databass

* Select or enler 8 database name
I =]

" Atach & detabase fie

| il N

Test Connection | oK | Cancel I

after having defined the your chosen provider you will be asked to enter the name of the
server

At this point, insert the query for extracting data from the data source (img.2) in the 'Select'
field. This list of data sources used in the project (img.3) will display in the previously opened
dialog window.

Data Sources for Data Grid

System DataSciClent Mew Data Sourcd

Data Source=.\bstial Catalog = arDETestintegrated Security = True; =1 X

Select top 10 Barccde), [Codicn_ Etichetta], [Cader Schec], [PROCOTTO | =] X
fe] X
1%
12

Remove All

img.2

img.3

At this point when you go to publish your project on the WebClient you should see the
connections dedicated to the specific objects,which also includes the Data Grid, on the bar at
the top.
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When you select the Data Grid Resource, all the data sources used until this moment will
display. When selecting the data source desired, the data from the Database will be retrieved
according to the query that you entered previously.

- [m] =
oL Wkl =
&« | [Y bacalbastiar'teblient_RegressionTest/ DataGrid.aspx SR =
Data Saues | CO Rl L dmts gph mh
etvee Tg) T TE (A LA
Farbazh Selectd Urcabect 4 Salect ol on the page Umatect ali on the page
Dy & codusvan hgaader hene o gooaig by that colua
Euwcohe Coaduce_Evchemy | Dodice Sohe FRODCATO
D00 E ' CH K FRO_UkC
D001 E FRD_CLE
D000 E E CH_TRE PRO TRE
OGN ETC_ORMTTAE WATTRD | FROLDIATIRG:
T ETC_CROLE PROLOMTLUE
e Data Filters can be created within this page in order to export them in various

compatible formats.

Data Analysis
The Data Analysis objects are managed in the same way as described above but with 2
exceptions that need to be considered during the deployment procedures:

o the first parameter in the select field (where the query is to be inserted) must
always be a time column.
e The fields after the query will be used to represent the chart's curves.
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o Wsbliant £

L & | [ locathestianvebClient RegressienTestDatatnalisys.aspx o

MorePensOnlyFloat

There are two calendar controls underneath the 'Date range picker' caption at the top of
the page which can be used to apply a filter on data relating to the DataAnalysis within
the time range defined in the initial query.

Data is loaded when the fetch button is pressed.

Dashboard
The DashBoard object is used to create a page or pages where different objects can be
inserted (eg. Chart, Grid and Gauges) and connected to data sources. These
Dashboards can also saved and reused for further use.

.-‘Wlhm w | 1 - (5] o |
“ > D @ T IB0ES e anasge: Tr = &\ &6 -
= ) Dashboard

z

o (B

dh W

E (//"--\\) /;\
o \ / B

e\ /7

B m
SN

ikl Gk 1505

The option to create/edit new Dashboards has been included with the program's 3.1
version. By means of making a simple modification to the web.config file, as indicated in the
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examples below, new Dashboards can be created or the option allowing this can be
disabled.

[  <«eappSetrings file=""y

<clear />

<add key="Uri® wvalue="C:\inetpub\wwwroot\arTestDashboard\Projesct\arTestDashboard. UFProject” />
ClientSessionName" value="arTestDashboard" />

RefreshPollingTime" w

<add ki
<add

<add "RefreshPollingTimeCount’ I
<add DelayBroadcaster" v

<add "SessionTimecut" value="60" />

<add ConcarrentRenderingPipeline” wvalue="5" f»

DisableStaticOptimization™ « S -
"DisableCreateNewDashboard” I
<add ki Theme" wvalue="Blend" />
<add k ValidationSettings:UnobtrosiveValidationMode” wvalue="Hone® />
<add ="ChartImageHandler"” 1u storage=file:timeout=20;dir=c: \TenpImageFilash ;" />
<add ="StaticOptimization" v "False" />

</appietti
<connectics nge>
<remove T ="LooalSglServer" />

<add name="LocalSglServer" connectiondtring="Server={local) ;Database=Movicon.HMembership;Integrated Security=SSPI" />
r  </connectionStringss

<add key="DisableCreateNewDashboard" value="False" /> in this case it
will be possible to create new dashboards

<add key="DisableCreateNewDashboard" value="True" /> disables the
possibility to create new dashboards

1.3.8. Client Users

The Platform.NEXT supports a security management for Client users using a user
authentication logon procedure. This means that if the Project Server has been set with
this security management any users wishing to access the project from the Web Client
will have to logon according to User rights and password defined in the Server project.
In order to do this the "Enable User Manager" property from the project's User
Management must be enabled.

In this case the project will be deployed configuring the web.config as indicated:
<authorization>

<allow users="?" />

</authorization>

which denies access to website to all unauthorized users.
While if "False"
<authorization>

<allow users="*" />

</authorization>

allows access to all users.

A Warning: the user level management currently behaves differently on the
desktop client: if a user has a lower level than the one set on the HTLM5
Client, the command objects that require a higher authentication lever will
not be made visible.
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User Management for database access

In addition to the Users management for accessing project command defined on the server, it
may also be necessary to configure and define access to databases from the Web Client side.
As web application performs direct access to the Database without receiving data from the
server, the web application must be "acknowledged" and authorized by the SQL Server
database.
It is for this reason that when a web application is deployed, the Pool and Identity are
defined to determine the web application's execution and the user identities must be
among those which possess user rights and access right to the SQL Server instance.

A In order to view the contents of a SQL Server database from the Movicon Server
project on the Web Client side the web application will need to be run within a
Pool and Identity context recognized and present the SQL Server DB.

See the parameters that can be set when deploying the project from the Server on the web.

Platform.NExT
e
|

1
-

Project

DB Trusted Connection

2

\

This shows the main concepts of the user management in applications.

After having enabled the user management, you can use the web to register as a new
user by using the register link and access the project pages to display them.

The new user is created with the predefined settings with user level = '0' and with the
bit mask completely deseleted.

If you wish to inhibit the creation of new users by registering them over the web, you

can modify the web.config as follows:

<system.web>
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<authorization>
<allow users="User name to be authorized"/> //several users can be inserted to allow

them access by separating their names with a comma
<deny users="*"/> // this denies access to those users that have not been explicitly

indicated on the list beforehand.
</authorization>

e Once the web.config file is protected and inaccessible by web, it will not be
possible to modify it with the web client.

1.3.9. Client Errors
In event of disconnection towards a "<ObjectName> - OPC UA Session Keep Alive
bad status>" error message will be reported in the objects displayed on the Web

Client.
This error indicates that the Server connection is not available. Therefore you will need

to check whether the Server address is reachable and that the project on the Server has
been started up in runtime correctly.
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